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“Because that’s where 
  the money is.”

Willie Sutton, upon being asked why he robbed banks
                              The Saturday Evening Post, Jan. 20, 1951



• 2008-13         $10,000
• 2014-17    $8,000
• 2018-19  $17,000
• 2020   $29,300
• 2021   $51,500
• 2022   $59,500
• 2023   $54,972

From the NC Attorney General

Average Sr. Fraud Loss per NC Victim

Source:  Stuart (Jeb) Saunders and Megan Fullwood presentation to Osher Lifelong Learning 
Institute, NC State Univ., Raleigh 2/16/23;  Email from S. Saunders 10-14-24



Traditional Senior Frauds
and Worst NC Victimizations

• Foreign Sweepstakes and Lotteries    $900,000
• Sweetheart/Romance Fraud              $1,250,000
• Nigerian 419 $$$ Transfer Fraud $3,400,000
• Tech Support/Spyware Scams               $90,000 
• Phony Gov’t Agent (IRS, Jury Duty)      $60,000
• Grandparent Scams         $65,000
• Home Repair        $250,000
• Investments/Crypto                   $2,000,000-plus



From USA Today Feb. 13, 2024



Romance Scammers Used 
This Man’s Real Facebook
Photos to Defraud Multiple 
Victims Around the World

“Photo Search” 
Would Have Exposed 
the Scam



In 2023 the average reported loss 
for NC Romance Scam victims 
was… 

   …$53,238.00
Source: Jeb Saunders, Head of NC Atty. General’s Elder Fraud Unit. 
Email to David N. Kirkman, Jan. 29, 2024. 



Growing Threat: 
Pig Butchering

Investment Fraud: Guarding Your Assets in a Scary 
World (3-14-24, New Bern, NC)



“Hello.  Is Martha there?”







Location of Many “Pig Butchering” Operations



“Federal Agents” Scam Millennial - $50K



AARP Warning re 
Explosion of Scam Texts



Two-Factor 
Authentication Scams 

• Text arrives from your bank w/ code number
• Then a robocall, text or email from your bank 

arrives
• “There is a problem” or a “suspicious debit”
• “Bank” directs you to recite or enter the code 

number it just texted you
• What is happening???



Someone has already figured out the login ID 
and password for your bank account and is on 
the verge of hacking into it

The scammers just need the code that the bank 
texted to your phone















Fraud Industry Tactics



The Narrative
• Must be exciting or 

alarming
• “Rinse and repeat” 



Excitement!!!



Fear and 
Alarm!!!

1. Your computer has been hacked!
2. Someone is charging your account!
3. Your Medicare will be cancelled!
4. Your fiancé is in jail overseas!





THREATS
• Caller:  “This is the IRS…We will arrest 

you if you don’t pay now!”

• Fake Jailer: “Your grandchild will be 
beaten up by the older inmates if you 
don’t send bail money!”

 



Artificial
Intelligence



You’ll Know It’s Not 
Okay by the Way 
You Have to Pay



Cross-Border Fraud 
Traditional Payment 
Methods





Cryptocurrency





Peer-to-Peer (P2P)
Payment Apps

• Zelle,Venmo, several others
• Transfers usually instantaneous, 

irreversible
• Only use P2P to pay friends, 

relatives



No Legitimate Business or Government 

Agency Will Send Someone to Pick Up Cash



Protect Yourself!!



Protect Yourself!

1. Buy good computer security (e.g., Norton, McAfee…)
2. Limit personal info on social media (e.g., Facebook)
3. Let all calls not from your friends or “contacts” go to 

voice mail or answering machine
4. Get the best call screening features possible from your 

phone service provider
5. Only contact the organization using info on its website.  

Don’t click that link!



Protect Yourself! (Cont’d)

• Know all the scams and be alert.
• Hang up or click off if anyone requests 

payment by gift card, P2P, wire, Bitcoin or 
cash in a FedEx, UPS or US Mail envelope.

• “He ain’t real ‘til he hands you flowers!”
• Reverse Image Search your new “love”
• Only download apps from the iPhone or 

Android “app store”, never from the Web 



Check Out the Pitch
• NC Attorney General’s Office 

919-716-6000   NCDOJ.gov 
• Call 2-1-1 (United Way of NC)
• AARP Fraud Watch Network 
  1-877-908-3360   AARP.org 



Questions?

David N. Kirkman
1355 Gallup Road
Chapel Hill, NC 27517
919-389-1302
davek1355@gmail.com
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